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1. INTRODUCTION

Welcome to the NMCI Remote Access Service (RAS) User Guide. RAS allows NMCI laptop
users to connect to the NMCI network while working away from the user’s assigned site. It
allows the user to access the NMCI account including NMCI Microsoft (MS) Outlook e-mail, as
well as the H: and S: drives. The instructions in this guide outline step-by-step procedures for a
configured, undocked NMCI laptop to be connected to the NMCI network through an analog

telephone line.

Update, Version 1.8, 12 December 2003 1 NMCI.60016.01.U+8.E
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2. PREPARATION

To prepare to successfully dial in to the NMCI network, perform the following steps:

1. The laptop must have been logged into the NMCI network through the local area network
(LAN) connection at the user’s site at least once. This enables a network profile to be
established allowing the remote connection.

2. Obtain a Public Key Infrastructure (PKI) certificate. The PKI certificate is used to
authenticate the user’s identity allowing remote access to the NMCI network. To obtain a
PKI certificate, contact the Information Systems Security Officer (ISSO) or Contract
Technical Representative (CTR).

3. Place a copy of the PKI certificate on the laptop (refer to the PKI Certificate Download
Quick Reference Guide in the PKI/CAC section at http://www.nmci-isf.com/userinfo.htm or
through the user information section available on the NMCI Homeport Web site, Services
tab).

4. Contact the NMCI Help Desk (1-866-THE-NMCI or 1-866-843-6624) to obtain the host
password used with the Phone Access Line (PaL) dial-up application.

Update, Version 1.8, 12 December 2003 2 NMCI.60016.01.U+8.E
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3. ESTABLISHING A RAS CONNECTION

To remotely access the NMCI network, perform the following steps:
Connect the laptop to an analog telephone line.

Log in to the laptop.

Locate a local access number.

Enter the dialing prefix information, if applicable.

Save the local access number.

Connect to the NMCI network using PalL and the Virtual Private Network (VPN) client.

AN

3.1 CONNECTING TO AN ANALOG TELEPHONE LINE

Before attempting to connect to the NMCI network, the following items are needed:
*  NMCI laptop

* A telephone (analog) wall jack. (DO NOT use a digital line.)

NOTE: Ifyou do not know if the telephone jack is digital or analog, ask someone who is
familiar with the telephone connections at that location. Connecting the NMCI laptop
to a digital line causes damage to the modem.

* An analog telephone cable (Exhibit 1).

Exhibit 1: Analog Telephone Cable

To establish a remote connection, perform the following steps:

Step Action

1. | Connect one end of the telephone cable to the modem connection on the side of the laptop.

Modem
Connector

Update, Version 1.8, 12 December 2003 3 NMCI.60016.01.U+8.E
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Step Action
2. | Plug the other end of the telephone cable into an analog telephone wall jack.
3.

The complete cable connection from the laptop to a telephone wall jack is shown below.

NOTE: IfRAS is required outside of the United States, the following countries require a

3.2

country-specific telephone cable adapter: Austria, Belgium, Denmark, Finland, France,
Germany, Holland, Ireland, Italy, New Zealand, Norway, Poland, Spain, South Africa,
Sweden, Switzerland, and the United Kingdom. For more information, call the NMCI
Help Desk at 1-866-THE-NMCI or 1-866-843-6624.

LOGGING ON TO THE NMCI LAPTOP

Logging on to the NMCI laptop is the same process that is completed when it is in the docking
station. To log in to the NMCI laptop, perform the following steps:

Step

Action

1.

Press the Power button. Microsoft Windows 2000 loads and the Begin Logon window
appears.

Begmiogon g

i
Q H Irset yoar smant cand or press Col + Ak + Dielete talog an
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Step Action
2. | Press Ctrl + Alt + Delete. The U.S. Department of Defense (DoD) Warning Statement
window appears.
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3. | Click OK. The Logon Information window appears.

0l Xl
& Enler & ieear rane ared Passsnnd Bt o validton this syslem
Uzar Hana |
Proxwmid |
Lo on e

Logon uang
™ Mmool Digwp Mshsorking
| e T gy Hetobrg
_Lred | o |

4. | In the User Name field, type the NMCI network user name. (For example, Jack Smith.)
In the Password field, type the NMCI network password.

6. | In the Log on to: field, verify that the correct domain is selected. If not, in the drop-down
list, click the correct domain. If the domain unknown, contact the NMCI Help Desk at
1-866-THE-NMCI or 1-866-843-6624.

7. | After typing the NMCI user name, network password, and domain, click OK. The

workstation will complete the logon process.

NOTE: Ifthe user logs on to the laptop without using an NMCI network connection, a Loss of

Profile message may appear. Click OK. The desktop appears.

3.3 LOCAL ACCESS NUMBER

The user is ready to begin using the NMCI dial-up software (PaL) to establish a remote
connection. The PaL icon is located on the desktop. The first step is to locate a local or toll-free

Update, Version 1.8, 12 December 2003 5 NMCI.60016.01.U+8.E
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access number. Using a local access number associated with the user’s location ensures that long
distance telephone charges are not incurred. To locate a local access number, perform the

following steps:

NOTE: A toll-free access number is available at any time; however, it is strongly recommended
to use a local access number when possible. The toll-free access number should only
be used when a local access number is not available at the user’s location.

Step Action

1. Double-click the PaL icon.

2. | The main PaLL window appears.

- £
Bl | Setug | AboupeL |
m Your Last Phone Number
Lognpe: [T S ~|  Nrwiox |
Hot Passmand |
|
I
[
- :
Sha Fireniiic
Eclil PrafosSdte | 1 Lise Calpudated Praia Hode Sarve 2 Faw.
takog o | ] [ SRR
Che |t | g |
3. | Click Phone Book.
6 NMCIL.60016.01.U+8.E
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Action

Step
4,

window appears.
B
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If the Name Search window appears, click Number Search. The Number Search

Mew Soach|  Updae |

NOTE: To locate a local access number, perform either a name search (type the city

and state) or a number search (type the area code and the first three digits of

the location).

BT
Einies wias Plugees Hianbes
MIOTE: The oaach i lar
Lirsed Staes g Conadin
Area Code T g v
Frone bt =
. Smach

Stde  Pher Mok Priwudei

First 3
digits of
number

= Giachwge. T e Toll Cl L = Locd Foatibl Matesd)

1
| Updatn Harm 5-h| | Carcal Hap

To perform a number search, in the Area Code field, type the location area code.

In the first Phone Number field, type the first three digits of the location.

NMCI.60016.01.U+8.E
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Step

Action

7. | Click Search. The bottom portion of the window displays a list of local access numbers

(and the toll free number).
Find an access number using your phane number

Eriter Your Phane Mumber

x|

NOTE: This search is for
United States and Canadian

Ricochet Wirsls-+ 90-K56 3333
wiats . 902

UUMET D&M Uptot.90
isdn/B7.6
UUMET D&M Upto®.90
UUMET Classic Up to'.90

UUMET D&M

[800) 572-1353

$ = Surcharge, T = Toll Call, L = Local [Possibly Metered)

Update Mamme Search oK Cancel

Aea Code 240 numbers. For ather
counties uze:
Phone Mumber {57 ! I
I I S Name Searchl
State  Phone Mumber Provider Speeds

Help

8. Click a number from the list.

9. | Click OK. The Prefix/Suffix window appears.

i How do pou dial from this location?
To Dizable call waiting Im 'l

—

—

Dialing Prefix
Dialing 5 uffix

™ Use Puls= Dial

r—What kind of call do you want to make?
" Local Call

" Local Call with Area Code

* Long Distance Call

" Intemational Call

| amin |United States -

MNurnber to be dialed: 1 800 210-0465

ak I Cancel Help

10. | If dialing prefix information is not required, leave those fields blank and click OK.

11. | If additional dialing information is needed, type the applicable information. (For

example, if 9 must be dialed to access an outside line, in the Dialing Prefix field,
type 9.) If needed, change any additional fields and click OK.

Update, Version 1.8, 12 December 2003
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Step

Action

12. | The access number and prefix, if required, displays in the Phone Number field.

Bid | Getun | ot PAL |

@ Tour hew Phome Mumber
= s Han |

Logn b iy HiAC] Connacton

Heet Pararosd

=| Hmmu__li

Plaores: mrmbes 33 301 4751255

Shn Favata
el Prfectiufle | [ Use CokuloedPretutode | Gtz Fors |
ks | ] il RS

s | e | cewen |

=

After selecting a local access number, save that number as a Favorite. This allows easy access
from the Show Favorites feature if needed in the future. This is also helpful for traveling to the
same location repeatedly. To save a local access number, perform the following steps:

Step

Action

1. | In the main PalL window, click Save As Fav.

- =l

Dt | atg | At |

Your New Phone Mumber

= ruuH-a-n|

Legmiz: |H¢MNI Gavglen
Hinak Fa ez d

oo | e |
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Step

Action

2.

The Save Call Setup window appears.

Save Call Setup ;.

PL

Phone Mumber: 93, 301 778-0017

Enter a name far this setup:

|
QK I Cancel

Help

In the Enter a name for this setup field, type a name to help identify the selected local

access number (for example: San Diego Dial In).

Click OK.

Update, Version 1.8, 12 December 2003 10
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3.4 ESTABLISHING AN INTERNET CONNECTION

The following steps outline the process to log into the PaL dial up application and establish an
Internet connection. To access the NMCI network, after establishing an Internet connection, the
steps in Logging on to the VPN Client must be completed. To establish an Internet connection,

perform the following steps:

NOTE: Contact the NMCI Help Desk at 1-866-THE-NMCI or 1-866-843-6624 to obtain the
host password for logging on to the PaL application.

Step

Action

1. | Verify that the correct access number displays in the Phone number field. If not, in the
Favorites list, click Show Favorites and select the number.

In the Host Password field, type the host password supplied by the NMCI Help Desk.

IO
Dis |G | Ao PAL|
E-i] AndrawsAFE
Lagni |v_\r.|--|1r.-.nu. =] Plgws Mt
— - s
Emm
Frocenece: IO 00 =l Pk
EdiPaictioin | [ Ui Colulsed Proks Mids .
Dangheee [ ] il

x

2. | Click Connect. As the system is establishing the connection, the Network Call Status

window appears.

Pl Network Call Status

Pl

~EventLog
placed o or sent over this system may be monitored. Use of this DoD ;I
computer spstem, authorized or unautharized, constitutes consent to
manitaring of this system. Unauthorized wse may subject you to criminal
prazecution. Evidence of unauthorized use collected during monitaring may
be used for administrative, criminal or adwerse action. Use of this system
constitutes consent to monitaring for these purposes.

_olx
“rour Last Phane Nurber
9,.18005721959

Opening Port
Port Dpened
Dialing.
Netwark Logon
Connected!

Ll

r Disconnect Timer

I~ after (B0 minutes online | Stop/Edit Timer I More Time |
Save Az Default
D\scunnecll Hedial | Call Setup | Help: |
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Step Action

3. | After the connection is established, the PalL status window minimizes. A set of
computer icons appears in the lower right corner of the taskbar.

DAL TIDE B 11:16 am

3.5 LOGGING ON TO THE VPN CLIENT - TIMESTEP AND ALCATEL

This section describes the inverted red triangle icon that is associated with a software version
used to create a secure connection. If the workstation currently displays a red T, instead of a red
triangle, the steps in this section apply for both software versions.

NOTE: For USMC NMCI laptop users, refer to the section Logging on to the VPN Client —
NetScreen Remote for instructions.

After establishing the dial-up connection, to access the NMCI network, the user must log in to
the VPN client by logging on to the PKI certificate stored on the hard drive. If the PKI is not
stored on the hard drive, contact the NMCI Help Desk at 1-866-THE-NMCI or 1-866-843-6624
for assistance. To log in to the VPN client, perform the following steps:

Step Action

1. | In the lower right corner of the desktop, right-click the red inverted triangle.

Update, Version 1.8, 12 December 2003 12 NMCI.60016.01.U+8.E
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Step Action

2. | The VPN client menu appears.

w0 : PKI YPN Gateway

Login Cerl
Logoff Certificate

crange |

Certificate Manager

Login at Startup

Create New Certificate

E: Reload Policy

Help

About Secure YPN Client. .,

i‘j Disable

Bl i adede da 4

3. | Click Login Certificate. The VPN Client Login window appears.

Secure ¥PN Client Login

Choose your certificate
and enter its password.

Path: e\ Aalcatelvcerts

UserFile:  |JackSmithPKl.p12

Pﬂssmld' Iau{sg s

NOTE: The first time a user logs on to the VPN client, click Browse to locate the
PKI certificate. After successfully logging into the PKI certificate, the User
File field defaults to the certificate name. Contact the NMCI Help Desk at
1-866-THE-NMCI or 1-866-843-6624 for assistance.

4. | In the Password field, type the personal security password (the password created when

the PKI certificate was downloaded).

5. | Click OK. A message window appears reporting that a secure tunnel is being created

and a status message appears.

Update, Version 1.8, 12 December 2003 13
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Step Action

6. | After the connection process completes, the red inverted triangle becomes green. (The
PalL window minimizes automatically.)

7. | When the secure connection is established, a second set of computer icons appears in
the lower right corner and a black box with a padlock displays around the green
inverted triangle.

NOTE: Do not attempt to access network applications, drives, or folders until the red inverted
triangle becomes green and the second set of computer icons appears in the taskbar.

NOTE: Because the NMCI network has not been logged in to directly, and before attempting to
open MS Outlook or access the H: or S: drives, reinitiate the mappings for these drives.
To perform this, on the desktop, click Mapshare or Mappings.bat. If the H: drive
needs to be remapped, complete the steps in Connecting to the NMCI H: Drive.
Contact the NMCI Help Desk at 1-866-THE-NMCI or 1-866-843-6624 for assistance.

3.6 LOGGING ON TO THE VPN CLIENT — NETSCREEN REMOTE

After establishing the dial-up connection, to access the NMCI network, log in to the VPN client.
This is performed by logging on to the PKI certificate on the hard drive, importing into the
certificate store of the workstation, and loading into the NetScreen Remote application. If the
PKI certificate has not been stored on the hard drive, imported the certificate into the certificate
store, and loaded into the NetScreen Remote application, contact the NMCI Help Desk at
1-866-THE-NMCI or 1-866-843-6624 for assistance. The steps in this section outline how to
import the PKI certificate into the certificate store on the workstation and to create a secure
connection using the VPN client.

NOTE: Before beginning these steps, a copy of the PKI certificate must be placed on the laptop
hard drive. Also, if multiple NMCI laptops are used, the user’s PKI certificate must be
imported in to NetScreen Remote on to each laptop that is used remotely. The import
and loading process only needs to be completed once on each laptop.

Update, Version 1.8, 12 December 2003 14 NMCI.60016.01.U+8.E
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To import the PKI certificate into the Certificate Store, perform the following steps:

Step Action

1. From Windows Explorer, click Search.

2. In the Search for Files or Folders Named field, type *.p12. This file extension corresponds
with the PKI certificate.

3. In the Search Results window, click Search Now. The system locates the PKI certificate.

| Ble Edt View Favoites Tooks Help
J 4=Fack - = - ||a59arch L Folders @Histnry |E’ L X w ‘ E-
Jngdress I@ Search Results

=10l x|

|
j ﬁGo

Search x -1 ed =

|| Select an
C new | & L@ item ko view
=

its
&) Search for Files and Folders Search Results description,

Search for files or folders named
[p12

Containing text Narme | 1n Folder | Releva..

I @evanskev_nmcwlZ ZiDocuments and Settingsikevinp....

Lock in:
|= cowaxic) =

Search Now

Search Options >

Search for other items:
Files or Folders

Computers
Printers
People

Intemnet

|Search|ng C:\PerlilibiClass

< | |
4

4. Double-click the PKI certificate

. The Certificate Import Wizard window appears. Review the
information and click Next.
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Step

Action

5.

In the Certificate Import Wizard window, in the Password field, type the correct PKI password
(the password created after downloading the PKI certificate). Ensure that both boxes are

checked and click Next.
x|

Password
To maintain security, the private key was protected with a password,

Type the password for the private key,

Password:
I*************

¥ Enable strong private key protection. You will be
prompted every time the private key is used by an
application if vou enable this option,

v Mark the private key as exportable:

< Back I Mext = I Cancel I

In the Certificate Import Wizard — Certificate Store window, ensure that Automatically select

the certificate store based on the type of certificate is selected. Click Next.

Cettificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept,

‘Windows can automatically select a certificate store, or wou can specify a location For

& {aukomatically seleck the certificabe skore based on the bvpe of certificate

" Place all certificates in the Follawing store

Cerhificate stare:

Erawse, .. |

< Back I Mexk = I Cancel

A screen appears indicating that the Certificate Import has been completed. Click Finish.

Update, Version 1.8, 12 December 2003 16
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Step Action

8. The Importing a New Private Exchange Key window appears. Click Set Security Level.

Importing a new private exchange key! ﬂ

An application iz creating a Protected iten.
Iy
: i Security level set to Medium Sat Sacurit Lavel I
- Cancel Detailz...

9. | In the Importing a New Private Exchange Key window, click High and Next.

Importing a new private exchange key! 5[

Choosze a secunity level appropriate for thig item.

= High
Request my permission with a password when this
itern iz to be uzed.

" Medium
Request my permizsion when this item iz to be uzed.

 Low

Automatically grant permiszion o uze this item
withaut notification.

< Back I Hext » I Cancel

Update, Version 1.8, 12 December 2003 17
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Step Action
10. | The Importing a New Private Exchange Key — Creating a Password window appears. In the
Password for field, type a short description of how the certificate is used (For example, RAS
PKI Cert). In the Password and Confirm fields, type the password created when downloading
the PKI certificate. Click Finish.
Importing a new private exchange key! 5[
Create a paszword to protect this item.
Create a new pazsword for thig item.
Pazsword for: IH,&S PK| Cert
[example: Tom)
Pazsword:
Canfirm:
< Back I Finish I Cancel
11. | The Importing a New Private Exchange Key window appears. Click OK.
Importing a new private exchange keyl il
An applization iz creating a Protected item.
Ras PKI Cert
Security level zet to High {Cet Secunty Level
Ok | Cancel | Detailz. .. |
12. | A dialog box indicating that the certificate import was successful appears. Click OK.

Update, Version 1.8, 12 December 2003 18
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3.7

CONFIRMING THE PKI CERTIFICATE WAS IMPORTED
SUCCESSFULLY

To confirm that the PKI certificate was imported into the Certificate Store successfully, perform
the following steps:

Step Action
1. | From the desktop, in the lower right corner, right-click the blue box with the red X.
¥
& PHEDE 1504
2. | The NetScreen Remote dialog box appears. Click Certificate Manager.

ertificate Manaager. ..

Deactivate Security Paolicy

Reload Security Policy
Remowve Icon

Log Viewer, ..

Disconneck. ..
Conneck.,..

Add-ons
Help

About MetScreen-Remote

Update, Version 1.8, 12 December 2003 19 NMCI.60016.01.U+8.E
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Step

Action

3.
certificate is listed. Click Close.

In the Certificate Manager — NetScreen-Remote window, on the My Certificates tab, the PKI

B
My Certificates |F\nnt O Certif\calesl Trust Pn\icyl CA Eertif\catasl R Certif\calesl CRLs I Requestsl Abhout I

Personal certificates identify wou to people and secunty gateways you communicate with. R

Personal certificates are signed by the certificate autharity [CA] that issued them, {ﬂf NETSCREEN
Show certificates for: ¢ users this gomputer & all Bl

E vans.Kevin.P.0200710125's U.S. Government DoD + PRI D
Wiew |
Werify |
Delete... |
Export... |
FRequest Certificate... Impart Certificate... |
Close | Help

3.8 LOADING THE PKI IDENTITY CERTIFICATE INTO NETSCREEN

REMOTE

To load the PKI identity certificate into NetScreen-Remote, perform the following steps:

NOTE: These steps only need to be completed once during setup. They do not need to be
completed each time a user remotely connects to the NMCI network. If additional

laptops are used, this process must be

completed for each laptop.

Step

Action

Double-click the blue N.

On the desktop, in the taskbar, right-click the red X and click Activate Security Policy.

S

MetScreen-Rennote

- el
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Step Action

2. | The Security Policy Editor — NetScreen-Remote screen appears. Click + to expand NMCI, + to
expand Dial Up Network, and click My Identity.

M Sccurity Policy Editor - hetScreen Remote B - . ' = i
Fl= Edt Opsons Help
o [o5]J a | = | N A K W wersersin Bl
M ol Sa ity Pobo
= 21 MHEI Py Ity
- & Dol g Mo lod e
Sebact Casificals
v S ity Fuoksy |Lu:b.'lut Chishogpiees, Canesl CBO00EET 31': LS. Grver |
Fiw 1« Diiah e S Diega 10 Txa Feel
FiEw 2 Didl i Hawsi [—— | &l o

o Difex Convastios

[eP L utcke, Chuimtopher Dol [G000EGT 3. DUISCONTI

Vil Ak [ |
Inieqmest Irdestsce
Haera [y =
P hdde ﬁ

Thiz Palicy |5 Locked

3. | In the Select Certificate field, in the drop-down list, click the correct PKI identity certificate and
View to confirm that the correct PKI identity certificate has been selected. Close the box. After
selecting the correct PKI identity certificate, save this function. The certificate is now loaded
into the NetScreen Remote application.

4. | From the desktop, in the lower right corner, click the blue N. Click Deactivate Security Policy.

3.9 CREATING A SECURE CONNECTION WITH NETSCREEN
REMOTE

To create a secure connection with NetScreen Remote, perform the following steps:

Step Action

1. | From the desktop, in the lower right corner, right-click the red X.

4 PEDE 1504
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Step

Action

2. | In the following dialog box, click Activate Security Policy. This activates the security policy

that allows a secure connection to be established. After selecting this option, the dialog box will
close and the red X will change to a blue N.

Artivate Secority Policy

Reload Security Policy
Remove Icon

Log Wiewer. ..

Disconmeck, .. s
Conmeck, .. 3
Add-ons

Help

Ahbout MetScreen-Remate

3. | In the taskbar, right-click the blue N and click Connect. Click the connection closest to the

user’s location (for users on the East coast of the United States, click My Connections/Norfolk).

tScreen-Renoke
—r il

Certificate Manager. ..

Deactivate Security Policy

Reload Security Policy
Remove Icon

Log Viewer, ..
Disconnieck. .. 4
My ConnectionsiMorfolk
Add-ons
Help
About MetScreen-Remote
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Step

Action

4,

The Manual Connection Status window appears indicating the connection. A dialog box appears
prompting the user for the PKI identity certificate password. Type the PKI identity certificate

password and click OK.

NOTE: The system may require the user to type the PKI identity
than once for verification. NetScreen Remote completes

L M anual Connecbiem Stalus

Doearwvictrsg 50 MW CTVD il Mool plerbs st

certificate password more
the connection.

=l

After establishing the connection, in the lower right corner of the screen, a gold key with the

NetScreen Remote icon and a second set of computer icons appear.

@ SafeMet ¥irtual Adapter Interface
Speed: 10.4 Mbps
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4. EXPECTATIONS

After establishing a remote connection to the NMCI network, the following functionalities are
available:

* Access to the NMCI MS Outlook account (send and receive e-mails, calendar items, and
public folders).

e Access to the H: and S: drives.

NOTE: Ifthe H: and S: drives are not accessible, to reconnect, click the Mapshare or
Mappings.bat icon on the desktop or follow the instructions in Connecting to the
NMCI H: Drive.

* Access to the Internet.
* Access to the NMCI Portal.
* Access to the Navy and Marine Corps white pages to search for people and commands.

NOTE: Laptop performance is slower when using RAS (especially when sending and
receiving large documents through e-mail and accessing the public folders in MS
Outlook) because the network is being accessed through telephone cables.
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5. ACCESSING THE NMCI H: DRIVE

This section describes how to access the NMCI H: drive when connecting to the NMCI network
remotely. If the H: drive is not accessible, follow the instructions Connecting to the NMCI H:
Drive.

5.1 VIEWING THE H: DRIVE

To view the H: drive, perform the following steps:

Step Action

1. From the desktop, double-click the My Computer icon.

[y
Computer

The My Computer window appears.

= ry Computer (WLRRASDODD01) ol x|
Fiz Edt Vew Favontes Tools  Help y

oo - b - (5] | Poeach T Fokders (FHetory | B 02 X | G-

Advess [l My Camputer (WLRRASDO0NT1) =] @a

L@l; = [d

C_W2K{T:)  Contral Pe navresfaron Bav Flappy

My Computer

Metweork and Disbup Connections

e RET Y Compite

2. To access the H: drive, double-click the H: drive icon.

NOTE: Remote connections to the NMCI network may slow down the process.
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5.2 CONNECTING TO THE NMCI H: DRIVE

After remotely connecting and opening the My Computer icon, if the NMCI H: drive is not
visible, perform the following steps:

NOTE: Before beginning this process, the server name containing the H: drive must be known.
If this information is not available, contact the NMCI Help Desk at 1-866-THE-NMCI
or 1-866-843-6624 for assistance.

Step Action

1. From the menu, in the My Computer window, click Tools.

My Computer 1Ol x|

| Fls Edt View Favorites | Tools Help ﬁ
J =Fack - = - | @Se Map Metworlk Drive. .. e q; ¢ @l 3

Disconneck Mebwork Drive, ..
(=]
J Address IE._.], My Compuker Synchranize. .. j (FGD

Ej] | -: Folder Options. .. @ [%_'é'

2. Click Map Network Drive. The Map Network Drive window appears.
Map Network Drive &_ x|k
‘Windows can help vou connect ko a shared network Folder
and assign a drive letter ta the connection so that vou can

access the Folder using My Computer,

Specify the drive letter for the connection and the Folder
that vou want to connect ka:

Drrive: IE: j
Folder: || j Browse. .. |

Example: Yiserverishare

¥ Reconnect at lagon

Conneck using a different user name,

Create a shorkout to a Web Folder or FTP site,

< Back Finisti I Cancel I

3. In the Drive field, in the drop-down list, click H:.

4, In the Folder field, type two back slashes (\\), the server name that contains the H: drive,
a single back slash (\), the user.name, and $.

(For example: \\naduseas\jack.smith$.)

3. Ensure that the Reconnect at logon checkbox is selected.
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Step

Action

Click Finish.

Map Network Drive xIp

‘Windows can help you connect ko & shared network Folder
and assign a drive letter to the connection so that you can
access the Falder using My Computer.

Specify the drive letter For the connection and the Folder
that you want to connect to:

Drive: IE: vl
Folder: I,'l,naeapaxrstSva'l,usersx" vl Browse... |

Example: Yiserverishare

¥ Reconnect at logon

Connect using a different user name,

Create a shortcut to & 'Web Folder or FTP site,

= Back I Finish I Cancel

A message appears informing the user that the application is attempting to connect to the
\\servername\user.name$. After the mapping completes, the icon for the H: drive appears

in the My Computer window.
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6. DISCONNECTING FROM THE NMIC NETWORK

To disconnect the RAS connection from the NMCI network, perform the following steps:

Step Action
1. Close all windows and applications using the RAS connection (e.g., MS Outlook, browser
windows, etc.).
2. On the taskbar, click Network Call Status.
Rot| AEID P || Znetwork calistatus WL LBORIOBR 1w
3. | The Network Call Status window appears.
alClal
“Four Laat Fhors Munbar
4.1 B0aT=1559
EwentLog
duad:ﬁ;;::mahu:m xhpm-ﬂomd. u“u-?;l.-::-|[l|:} -l
merdsmgaal e nelen linsibhonmd imsmag nbsms pats esraral
pomodon Eadence of urswtho oed uie collecisd dumng reandamg may
Fes jirmd b pwrecdiplie m, nrinind o Arkeres aoion [esn] Bels spelem
ol kO R W e Bod e ()
oriar- J
Dizing
Rk Logon
Conmciadt -
DiDFwet] Tes
e [T mediesodie SooEdToe|  NoeTne |
Eewr Lok [ ewill
I:nmmd.] o | .;..'..l L= |
4, Click Disconnect. The network is disconnected. (Some computer icons disappear from the
taskbar.)
5. In the Network Call Status window, click Cancel.
6. To log out of the VPN client, right-click the green inverted triangle icon.
7. From the VPN Client menu, click Logoff Certificate.
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Step

Action

8. | If using NetScreen Remote, right-click the blue N. Click Disconnect
and click Deactivate Security Policy. The connection terminates.

Deackivate Security Policy

Relnad Security Palicy
Remave Icon

Log Viewer...

Disconneck,
Cannect.

fdd-ons
Help

about NetScreen-Remote

connection will not function.

. Right-click the blue N

NOTE: Ifthe security policy is not deactivated before reconnecting to a LAN network
connection (i.e., the user’s NMCI connection at the office), the network
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7. RESETTING OR CHANGING THE PAL HOST PASSWORD

The PaL Host Password can be changed. Complete one of the following to change the host
password:

* Contact the NMCI Help Desk at 1-866-THE-NMCI or 1-866-843-6624.
Or

* Visit the Web site: https://www.ani.uu.net/english/default.asp. Log on to the site using the
NMCI user name (for example: Jack.Smith), NMCI network password, and complete the
instructions.

NOTE: The Pal password is NOT the user’s personal security password used to log in to the
VPN Client login window.
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8. IMPORTANT REMINDERS

This section provides important information when using the RAS process to connect to the
NMCI network.

8.1 PKI CERTIFICATE
The following are some points to remember concerning the PKI certificate:

» If'the floppy disk is lost or someone finds out a user’s password, have the certificate
revoked and a new certificate issued.

* The PKI certificate is valid for 3 years. (The PKI password does not expire during that
3-year timeframe.)

» Ifthe PKI certificate is used on a non-military workstation (with the exception of the
user’s home computer) to access NMCI e-mail using MS Outlook Web Access, remove
the certificate from that workstation after completing activities.

8.2 NMCI RAS
The following are some points to remember concerning NMCI RAS:

*  Only use an analog line to connect to the NMCI network. A digital line will damage a
modem.

» Use local access numbers when possible. Only use the toll-free number when local
access numbers are not available at a user’s location.

» Iftraveling frequently, place the NMCI laptop in the docking station at least monthly to
receive periodic updates to applications, virus protection, etc. using the direct network
connection.
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Acronyms
RAS Remote Access Service
NMCI Navy Marine Corps Intranet
MS Microsoft
LAN Local Area Network
PKI Public Key Infrastructure
ISSO Information Systems Security Officer
CTR Contract Technical Representative
Pal Phone Access Lookup
VPN Virtual Private Network
DoD Department of Defense
DMC Document Management Center
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