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a. This modification is issued to add to Part One, Tables Four through Seven, SCLINs
0032AL through 0032AP for COMNAVSPECWARCOM external network interface during
the period 01 May 2004 through 30 September 2007, as follows:

T

item

W, Senvide [T

_Unit Price

T ol Amount

0032AL

External Network Interface;
COMNAVSPECWARCOM;
01 May 2004 through 30
September 2004

Quantity
5

$6,938.00

$34,690.00

0032AM

External Network Interface;
COMNAVSPECWARCOM;

01 October 2004 through 30
September 2005

12

$6,938.00

$83,256.00

0032AN

External Network Interface;
COMNAVSPECWARCOM;
01 October 2005 through 30
September 2006

12

$6,938.00

$83,256.00

0032AP

External Network Interface;
COMNAVSPECWARCOM,;
01 October 2006 through 30
September 2007

12

$6,938.00

$83,256.00

The Contractor chall assume responsibility for the entirety of the COMNAVSPECWARC.OM
external network interface in accordance with the document entitled Statement of
Objectives COMNAVSPECWARCOM External Network Interface of 15 March 2004.

Attachment 1 References:

26,331,332,343,36.1,36.2, 40

Attachment 2 References:

LOS 1 for: 24, 25, 27, 33, 34, 36, 36A, 36B

b. A conformed copy of the revised contract is made a part of this modification as a result

of the changes outlined herein.

c. All other terms and conditions of contract NO0024-00-D-6000 remain unchanged and in

full force and effect.




Statement of Objectives
COMNAVSPECWARCOM External Network Interface

15 March 2004

1.0 SCOPE

Naval Special Warfare Command has a requirement for unclassified connectivity among
COMNAVSPECWARCOM components located in various facilities at the Naval
Amphibious Base Coronado, CA and Little Creek, VA. Additionally, the requirement exists
for connectivity to NMCI by units dispersed outside the NMCI cloud both CONUS and
OCONUS. A number of the dispersed units are located on Military/DoD installations

whara NMCI or like cervicee are currently available, but eeveral are lacated at remata
locations requiring special consideration.

2.0 APPLICABLE DOCUMENTS

CLIN 0032 Questionnaire SPECWAR-32-2003-1

3.0 REQUIREMENTS

3.1 Connectivity

The Contractor shall provide External Network Interface connectivity for
COMNAVSPECWARCOM to meet the following requirements:

+ Provide 2 Mbs connectivity from San Diego NMCI B1 Outer Router to the NSWC
NMCI transport access point at NAB Coronado, CA for transport to the NIPRNet.

» Provide 2 Mbs connectivity from Norfolk NMCI B1 Outer Router to the NSWC NMCI
transport access point at NAB Little Creek, VA for transport to the NIPRNet.

« Provide Operation and Maintenance support for all equipment for the solution up to
and including the NMCI transport access point at NAB Little Creek and NAB
Coronado.

« [mplement DAA approved security provisions

+ Provide a VPN device for both ends of the transport access point.

« Advertise NSWC's network at the NMCI B1 outer router.

3.2  Operational Issues ,

= Currently the preponderance of Naval Special Warfare units connects to NIPRNet
via either the San Diego Metropolitan Area Network (SDMAN) or Hampton Roads
Enterprise Network (HREN).



3.3

USSOCOM/COMNAVSPECWARCOM owns or has paid for most of the existing
fiber backbone, which suppuorts units lucated at the Naval Amphibious Base

Coronado, CA and Little Creek, VA.

COMNAVSPECWARCOM will require capability to perform public web posting in
support of dispersed units residing outside of the NMCI cloud.

Typical NAVSOF NIPRNet activities include: administrative, logistical and financial
e-mail messaging, and public web posting.

Technical Issues

NIPRNet bandwidth metrics for COMNAVSPECWARCOM over the past month
indicate a maximum peak of 512 Kbs at any given period. 2 Mbs service is
maximum bandwidth requirement between Coronado and Little Creek.

Units/personnel residing at dispersed locations will require connectivity via host
base network infrastructure, dial-in, etc.

The network transport solution will utilize a transport access point that will need to
be connected to COMNAVSPECWARCOM edge device (router). The transport
access point will consist of a VPN device at both the customer site and the NMCI
Boundary 1. The connection across the NMCI VWAN will go from the local transport
access point across the NMCI WAN to its peer access point via a VPN device.

3.4 Concept Design Diagram
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3.5

Terms and Conditions

COMNAVSPECWARCOM will continue to provide all user hardware and software
support (seats) for headquarters, components, SEAL/Special Boat Teams, and NSW
Units.

NMCI will utilize the current fiber backbone at NAB Coronado/NAB Little Creek.

DAA approval is required for the cryptographic isolation across NMC| WAN for an
un-trusted network.

NAVSPECWARCOM will provide all user hardware, software and network
management functions within their network.

Mixing of routing domains between NMCI and the Non-NMCI network is not possible.

Shared transport boundary and boundary 1 outer router's equipment and
architecture used for production NMCI access services.

Any OSP/ISP installation required to connect to the NMCI transport access point will
be provided by the government.

NMCI presence exists (uTB) at the site(s) being connected.

BAN SLA 25 does not apply to customer end user devices, only between NMCI
services.

All data passed through the NMCI B1 Boundary must comply with the current
DON/NMCI security policy.

There is no requirement for BAN — BAN connectivity, each site strictly needs
NIPRNet access.

Network addressing is the responsibility of the legacy domain.

Layer 3 addressing will be independent of NMCI.

Non-NMCI seats/servers are not part of NMCI and not considered NMCI assets.
2MB Bandwidth available between the encrypted sides of the VPN endpoints.




