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Abstract:

New technologies, such as Multi-Protocol Label Switching (MPLS), are creating new ways to
create Virtual Private Networks (VPNs). These VPNs serve distinct communities of interest and
are generally created on a shared infrastructure. There are two broad areas that this talk will
address. The first is related to security, and the spectrum of network security issues of creating
VPNSs — from using the public Internet, MPLS networks, and to private fiber infrastructures, will be
explored. The second issue examines the issue creating networks using MPLS that have the
Quality of Service capabilities that are comparable to more established mechanisms provided by
technologies like ATM.

Service providers such as Qwest and others are now deploying commercial infrastructures that
support the creation of MPLS VPNSs — both layer 2 and layer 3. Their intent is to provide a
common network that can provide services for a wide range of customer requirements. These
basic requirements include security and availability. Security includes both the logical separation
from other customer’s traffic as well as for some customers, encryption. Customers demand high
availability, which is both the reliability of network itself, as well as control against performance
degradations due to normal and malicious traffic from other network users. Unfortunately, some
of these requirements are currently in direct opposition to the normal reason of having an IP
network — today’s security solutions are point-to-point and can reduce the benefit of having a core
network that enables any-to-any communications.

Up until recently, the most common approach to addressing these needs is to create completely
separate networks for Internet services and series of private IP networks one for each specific
requirement. In addition, the question about what to do with traditional services, such as ATM
and Frame Relay also needs to be investigated. This talk will address the model that Qwest is
using to develop a cost effective multi-use VPN infrastructure — simultaneously providing high-
levels of network security and high-assurance performance.
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